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The Contractor, SEAL Systems AG, Lohmiihlweg 4, D-91341 Rottenbach, provides services in the field
of the provision, operation, and support of conversion, printing, and distribution processes as part of
its business activities. In this context, it may be necessary for the Contractor to process personal data
on behalf of and in accordance with the instructions of a data controller.

This agreement governs the contractor’s data protection obligations with regard to the processing of
personal data in connection with the services it provides.

1. Subject matter and duration of the agreement

Subject Matter

The subject matter of the processing, the nature and purpose of the processing, the type of personal
data, and the categories of data subjects are specified in Appendix 1 to this contract.

The Contractor processes personal data for the Client within the meaning of Art. 4(2) and Art. 28 of
the GDPR on the basis of this contract. The contractually agreed service is provided exclusively in a
Member State of the European Union or in a State party to the Agreement on the European
Economic Area. Any transfer of the service or parts thereof to a third country requires the prior
consent of the Client and may only take place if the specific requirements of Articles 44 et seq. of the
GDPR are met (e.g., adequacy decision by the Commission, standard data protection clauses,
approved codes of conduct).

Term of the Contract

The contract is concluded for an indefinite term and may be terminated with four weeks’ notice to
the end of the quarter.

2. Rights, obligations, and authority to issue instructions of the Client

The client is solely responsible for assessing the permissibility of the processing in accordance with
Art. 6 (1) GDPR and for safeguarding the rights of the data subjects in accordance with Art. 12 to 22
GDPR. Nevertheless, the contractor is obliged to forward all such requests to the client without
delay, provided that they are recognizably addressed exclusively to the client.

Changes to the subject matter of processing and procedural changes must be agreed upon jointly by
the Client and the Contractor and set forth in writing or in a documented electronic format.

The Client shall generally issue all orders, partial orders, and instructions in writing orin a
documented electronic format. Verbal instructions must be confirmed immediately in writing or in a
documented electronic format.

The Client is entitled, as specified in Section 5, to verify prior to the commencement of processing
and thereafter at regular intervals and in an appropriate manner that the Contractor is complying
with the technical and organizational measures implemented and the obligations set forth in this

Agreement.

The Client shall inform the Contractor immediately if it discovers errors or irregularities during the
review of the results of the order.

The Client is obligated to treat as confidential all knowledge of the Contractor’s trade secrets and
data security measures obtained within the scope of the contractual relationship. This obligation
shall remain in effect even after the termination of this Agreement.
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3. Obligations of the Contractor

The Contractor shall process personal data exclusively within the scope of the agreements made and
in accordance with the Client’s instructions, unless the Contractor is required to process such data in
a different manner by the law of the Union or of the Member States to which the Contractor is
subject (e.g., investigations by law enforcement or national security authorities); in such a case, the
processor shall inform the controller of these legal requirements prior to processing, unless the
relevant law prohibits such notification on grounds of an important public interest (Art. 28(3), second
sentence, lit. a GDPR).

The Contractor shall not use the personal data provided for processing for any other purposes, in
particular not for its own purposes. Copies or duplicates of the personal data shall not be created
without the Client’s knowledge.

The Contractor guarantees the contractual execution of all agreed measures in the context of the
processing of personal data in accordance with the contract. The Contractor guarantees that the data
processed for the Client will be strictly separated from other data sets.

Data storage media originating from the Client or used on the Client’s behalf shall be clearly marked.
Their receipt, return, and ongoing use shall be documented.

Throughout the entire provision of the service for the client, the contractor must, in particular,
perform the following checks within its area of responsibility:

The results of the checks must be documented.

The contractor shall cooperate to the extent necessary and, to the extent possible, provide
appropriate support to the client in the client’s fulfillment of the rights of data subjects under Articles
12 through 22 of the GDPR, in the creation of records of processing activities, and in any required
data protection impact assessments (Article 28(3), second sentence, subparagraphs (e) and (f) of the
GDPR). The Contractor must immediately forward the necessary information in each case to the
Client’s designated contact person listed in Annex 1.

The Contractor shall immediately notify the Client if, in its opinion, an instruction issued by the Client
violates legal provisions (Art. 28(3), sentence 3 of the GDPR). The Contractor is entitled to suspend
the execution of the relevant instruction until it is confirmed or amended by the data controller at
the Client following a review.

The Contractor shall correct, delete, or restrict the processing of personal data arising from the
contractual relationship if the Client requests this by means of an instruction and the Contractor’s
legitimate interests do not preclude this.

The Contractor may only disclose information regarding personal data arising from the contractual
relationship to third parties or the data subject upon prior instruction or consent from the Client.

The Contractor agrees that the Client—generally by appointment—is entitled to verify compliance
with data protection and data security regulations as well as with the contractual agreements to the
extent that is reasonable and necessary, either directly or through third parties commissioned by the
Client, in particular by obtaining information and inspecting the stored data and data processing
programs, as well as by conducting on-site checks and inspections (Art. 28 (3) sentence 2 lit. h GDPR).

The contractor assures that it will cooperate in these checks as necessary.

The processing of data in private residences (telework or work from home by the Contractor’s
employees) is permitted only with the Client’s consent. To the extent that data is processed in a
private residence, access to the employee’s residence for the Employer’s monitoring purposes must
be contractually ensured in advance. The measures under Art. 32 GDPR must also be ensured in this
case.
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The Contractor confirms that it is familiar with the data protection provisions of the GDPR relevant to
the processing of personal data.

The Contractor undertakes to maintain confidentiality when processing the Client’s personal data in
accordance with the contract. This obligation shall continue even after the termination of the
contract.

The contractor assures that it will familiarize the employees involved in the performance of the work
with the relevant data protection provisions before they commence work and will commit them to
confidentiality in an appropriate manner for the duration of their employment and after termination
of the employment relationship (Article 28(3) sentence 2 lit. b and Article 29 GDPR).

The Contractor shall monitor compliance with data protection regulations within its organization.

The client has appointed a data protection officer; the contact details are listed in Appendix 1. The
client must be notified immediately of any change in the data protection officer.

4. Contractor’s Obligations to Notify the Client of Processing
Disruptions and Breaches of Personal Data Protection

The Contractor shall immediately notify the Client of any disruptions, violations by the Contractor or
its employees, or violations of data protection regulations or the provisions set forth in the contract,
as well as any suspected data breaches or irregularities in the processing of personal data. This
applies in particular with regard to any reporting and notification obligations of the Client under
Articles 33 and 34 of the GDPR. The contractor undertakes to provide the client with appropriate
support in fulfilling its obligations under Articles 33 and 34 GDPR, if necessary (Article 28(3) sentence
2 lit. f GDPR). The contractor may only make notifications under Articles 33 or 34 GDPR on behalf of
the client after receiving prior instructions in accordance with Section 4 of this contract.

5. Subcontracting relationships with subcontractors
(Art. 28(3), sentence 2, lit. d GDPR)

Subcontracting relationships within the meaning of this provision are understood to be those
services that relate directly to the provision of the main service. This does not include ancillary
services that the Contractor utilizes, such as telecommunications services, postal/transportation
services, maintenance and user support, or the disposal of data carriers, as well as other measures to
ensure the confidentiality, availability, integrity, and resilience of the hardware and software of data
processing systems.

However, the contractor is obliged to take appropriate and legally compliant contractual agreements
and control measures to ensure the data protection and data security of the client's data, even in the
case of outsourced ancillary services.

The Contractor may only engage subcontractors to process the Client’s data with the Client’s
consent, pursuant to Article 28(2) of the GDPR, which must be provided via one of the
communication channels listed above (Section 4), with the exception of verbal consent. Consent can
only be given if the contractor provides the client with the name and address of the subcontractor
and the intended activity. In addition, the contractor must ensure that it carefully selects the
subcontractor, paying particular attention to the adequacy of the technical and organizational
measures taken by the subcontractor within the meaning of Article 32 of the GDPR. The relevant
audit documents must be made available to the client upon request.
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Subcontractors in third countries may only be commissioned if the special requirements of Art. 44 et
seq. GDPR are met (e.g., adequacy decision by the Commission, standard data protection clauses,
approved codes of conduct).

The Contractor must contractually ensure that the agreed provisions between the Client and the
Contractor also apply to subcontractors. The contract with the subcontractor must specify the details
in such a way that the responsibilities of the Contractor and the subcontractor are clearly delineated
from one another. If multiple subcontractors are engaged, this also applies to the responsibilities
between these subcontractors. In particular, the client must be entitled to carry out appropriate
checks and inspections, including on site, at subcontractors or to have them carried out by third
parties commissioned by the client.

The contract with the subcontractor must be in writing, which may also be in electronic format (Art.
28 (4) and (9) GDPR).

The transfer of data to the subcontractor is only permitted if the subcontractor has fulfilled the
obligations under Art. 29 and Art. 32(4) GDPR with regard to its employees.

The contractor is liable to the client for ensuring that the subcontractor complies with the data
protection obligations imposed on it by the contractor in accordance with this section of the
contract.

Currently, the subcontractors listed in Appendix 3—including their names, addresses, and the scope
of their work—are engaged in the processing of personal data to the extent specified therein. The
Client agrees to their engagement.

The processor shall always inform the controller of any intended changes regarding the engagement
of new subcontractors or the replacement of existing ones, thereby giving the client the opportunity
to object to such changes (Article 28(2), second sentence, GDPR).

6. Technical and organizational measures pursuant to Art. 32 GDPR
(Art. 28(3), sentence 2, lit. c GDPR)

A level of protection appropriate to the risk to the rights and freedoms of natural persons affected by
the processing shall be ensured for the specific processing operation. To this end, the protection
objectives of Art. 32 (1) GDPR, such as confidentiality, integrity, and availability of systems and
services, as well as their resilience in relation to the nature, scope, circumstances, and purpose of the
processing, are taken into account in such a way that the risk is mitigated in the long term by
appropriate technical and organizational measures.

The data protection concept described in Appendix 2 details the selection of technical and
organizational measures appropriate to the identified risk, taking into account the protection
objectives in accordance with the state of the art, with particular consideration of the IT systems and
processing procedures used by the contractor.

The procedure described in Annex 2 for the regular review, assessment, and evaluation of the
effectiveness of the technical and organizational measures to ensure data protection-compliant
processing is hereby established as binding.

The Contractor shall, when necessary, but at least annually, conduct a review, assessment, and
evaluation of the effectiveness of the technical and organizational measures to ensure the security of
processing (Art. 32(1)(d) GDPR). The results, together with the complete audit report, shall be
communicated to the Client upon request.

Decisions relevant to security regarding the organization of data processing and the procedures used
shall be agreed between the contractor and the client.
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If the measures taken by the contractor do not meet the client's requirements, the contractor shall
notify the client immediately.

The measures taken by the Contractor may be adapted to technical and organizational developments
during the course of the contractual relationship, but must not fall below the agreed standards.

The contractor must coordinate any significant changes with the client in documented form (in
writing, electronically). Such coordination must be retained for the duration of this contract.

7. Obligations of the contractor after completion of the contract, Art.
28 (3) sentence 2 lit. g GDPR

Upon completion of the contractual work, the Contractor shall hand over to the Client all data,
documents, and results of processing or use that have come into its possession or that of
subcontractors and that are related to the contractual relationship.

8. Remuneration

The Contractor’s remuneration shall be agreed upon separately.

9. Liability

Reference is made to Art. 82 GDPR.

10. Miscellaneous

Agreements regarding technical and organizational measures, as well as audit and inspection records
(including those pertaining to subcontractors), must be retained by both contracting parties for the
duration of their validity and for an additional three full calendar years thereafter.

Ancillary agreements must always be made in writing or in a documented electronic format.

Should the ownership or the personal data of the Client to be processed by the Contractor be
jeopardized by actions of third parties (such as attachment or seizure), by insolvency or composition
proceedings, or by other events, the Contractor must notify the Client immediately.

The defense of the right of retention within the meaning of Section 273 of the German Civil Code
(BGB) is excluded with regard to the data processed for the client and the associated data carriers.

Should individual provisions of this agreement be invalid, this shall not affect the validity of the
remainder of the agreement.

11. Data Protection Officer at SEAL Systems AG

Ilka Kistinger, Tel. 0171 7965445, datenschutzbeauftragter@sealsystems.de
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Appendix 1: Type and purpose of the processing, type of personal
data, and categories of data subjects:

Type of the processing (as defined in Article 4(2) of the GDPR):

As a contractor, SEAL Systems processes data that is entered into SEAL Systems products by the
client during conversion, printing, or distribution processes.

The type of personal data (as defined in Art. 4 No. 1, 13, 14, and 15 GDPR) depends on the data that
the client enters into SEAL products and may include:

[X] Customer master data

|Z Supplier master data

|Z Contact persons

|Z Contract master data (contractual relationship, product or contract interest)
|Z Customer history

|Z Contract billing and payment data

|Z Planning and control data

|Z HR data, such as payroll accounting

|Z Access data

|Z Other data entered by the client

Categories of data subjects (as defined in Art. 4 No. 1 DS GVO ):

|Z Customers

X] Prospective customers
|Z Employees

|Z Suppliers

|Z Contacts

X] Other Data Subjects
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Appendix 2: Technical and organizational measures (TOM)
within the meaning of Art. 32 GDPR

of SEAL Systems AG

Organizations that collect, process, or use personal data, either on their own behalf or on behalf of
others, must implement the technical and organizational measures necessary to ensure compliance
with data protection laws. Measures are required only if the effort involved is proportionate to the
intended purpose of protection.

The above-mentioned organization fulfills this requirement through the measures described in this
document.

The measures apply to the locations of SEAL Systems AG in Germany and to data from customers,
employees, applicants, partners, and suppliers of SEAL Systems AG stored there. The IT measures
apply to the locations in Réttenbach and Ober-Ramstadt; all other locations do not have their own IT
infrastructure and access SEAL Systems IT via VPN or hosted systems via other encrypted
communication channels.

8 SEAL Systems AG As of: Max 11, 2026



s SEALSYSTEMS

|
HEE ENTERPRISE OUTPUT SOLUTIONS

Confidentiality pursuant to Art. 32(1)(d) GDPR

Access control

Measures suitable for preventing unauthorized persons from accessing data processing facilities used to process or utilize
personal data. Measures for access control to secure buildings and rooms may include, among other things, automatic access
control systems, the use of smart cards and transponders, access control by security guards, and alarm systems. Servers,
telecommunications equipment, network technology, and similar equipment must be protected in lockable server cabinets. In
addition, it is advisable to support access control with organizational measures (e.g., service instructions that require office
rooms to be locked when unattended).

Technical Measures Organizational measures

Electronic locking system (exterior doors and Key management for employees / list
server room doors)

Security locks Reception
Doors with knobs on the outside Visitors must be accompanied by an employee
Server rooms locked Logging of persons entering and leaving,

including issuing visitor passes

Careful selection of cleaning services

Access control
Measures designed to prevent data processing systems (computers) from being used by unauthorized persons.

Access control refers to the prevention of unauthorized use of equipment. Options include boot passwords, user IDs with
passwords for operating systems and software products, password-protected screen savers, the use of chip cards for logging
in, and the use of callback procedures. In addition, organizational measures may also be necessary to prevent unauthorized
access (e.g., guidelines for setting up screens, issuing guidance for users on choosing a "good" password).

Technical Measures Organizational measures

Login with username + password + MFA token Managing user permissions according to an

BIOS protection (separate password) authorization concept (workstations and IT
systems) based on the least privilege principle

Antivirus software for clients and servers Creating user profiles

Firewall Centralized password assignment for initial
passwords

Anti-spam software Password policy

Use of VPN for remote access Documentation of user permissions

Automatic desktop lock Automatic lockout upon failed login

Encryption of notebooks No collective users for productive systems

Use of SSL or similar for server applications Mobile Device Policy

Access control

Measures that ensure that those authorized to use a data processing system can only access the data for which they have
access authorization and that personal data cannot be read, copied, modified, or removed without authorization during
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processing, use, and after storage. Access control can be ensured, among other things, through appropriate authorization
concepts that enable differentiated control of access to data. In doing so, differentiation must be made both with regard to
the content of the data and the possible access functions for the data. Furthermore, appropriate control mechanisms and
responsibilities must be defined to document the granting and revocation of authorizations and to keep them up to date (e.g.,
upon hiring, change of position, or termination of employment). Particular attention must always be paid to the role and

capabilities of administrators.

Technical measures

Organizational measures

Physical deletion of data carriers (certified) in
accordance with DIN 66399

Use of authorization concepts

Logging of access to applications, specifically
during data entry,

modification, and deletion of data

Minimum number of administrators

Use of document shredders, min. P4

Management of user rights by administrators

Encryption of smartphones

Approval process before granting user
authorizations

Policy for the disposal of storage media in place

Separation control

Measures that ensure data collected for different purposes can be processed separately. This can be ensured, for example,

through logical and physical separation of the data.

Technical measures

Organizational measures

Separation of production and test environments

Control via authorization concept

Definition of database access rights
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Pseudonymization (Art. 32 (1) (a) GDPR; Art. 25 (1) GDPR)

The processing of personal data in such a way that the data can no longer be attributed to a specific data subject without the
use of additional information, provided that such additional information is kept separately and is subject to appropriate
technical and organizational measures;

Technical measures Organizational measures

Integrity (Art. 32(1)(b) GDPR)

Control of disclosure

Measures that ensure that personal data cannot be read, copied, altered, or removed without authorization during electronic
transmission, transport, or storage on data carriers, and that it is possible to verify and determine to which recipients a transfer
of personal data is intended via data transmission facilities. To ensure confidentiality during electronic data transmission,
encryption techniques and virtual private networks (VPNs) may be used, for example. Measures for data carrier transport or
data transfer include transport containers with locking mechanisms and regulations for the data protection-compliant
destruction of data carriers.

Technical Measures Organizational measures

Encrypted transport of data using state-of-the- | Regular testing of the encryption technology
art technology used, at least once a year

Use of VPN

Logging of accesses and retrievals

Input control

Measures that ensure that it is possible to subsequently check and determine whether and by whom personal data has been
entered, modified, or deleted in data processing systems. Input control is achieved through logging, which can take place at
various levels (e.g., operating system, network, firewall, database, application). It must also be clarified which data is logged,
who has access to the logs, by whom and on what occasion/at what time they are reviewed, how long they must be retained,
and when the logs are deleted.

Technical Measures Organizational measures
Technical logging of data entry, modification, Overview of which programs can be used to
and deletion enter, modify, or delete which data

Traceability of data entry, modification, and
deletion by individual user names (not user

groups)

Assignment of rights for entering, changing, and
deleting data based on an authorization
concept

Definition of a deletion concept for data

Regular review of the proper use of IT systems,
at least annually
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Availability and resilience (Art. 32(1)(b) GDPR)

Availability monitoring

Measures that ensure personal data is protected against accidental destruction or loss. This includes topics such as
uninterruptible power supplies, air conditioning, fire protection, data backups, secure storage of data carriers, virus protection,
RAID systems, disk mirroring, etc.

Technical measures Organizational measures

Fire extinguisher Server room Verification of the backup process at least once
ayear

Server room monitoring of temperature and Storage of backup media in a secure location

humidity outside the server room

Server room air-conditioned No plumbing connections in or above the server
room

UPS Documented and established patch and update

process for the systems is in place

Surge-protected power strips in the server
room

RAID system / hard disk mirroring

Three-tier (short-term, medium-term, and
archive) backup system in different fire
compartments

Redundant IT systems in place (where
necessary)

Control of systems via a monitoring system
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Procedures for regular review, assessment, and evaluation (Art. 32(1)(d) GDPR; Art.
25(1) GDPR)

Data Protection Management

Technical measures Organizational measures

Central documentation of all data protection External Data Protection Officer (DPO)
procedures and regulations with access for
employees as needed/authorized (e.g.,
intranet...)

Contact information on the website

Data protection policy is in place Employees trained and bound by
confidentiality/data secrecy

Regular awareness training for employees At
least once a year

The effectiveness of technical safeguards is
reviewed at least once a year

Incident response management

Support in responding to security breaches

Technical measures Organizational measures

Use of a firewall and regular updates Involvement of the DPO in security incidents
and data breaches

Use of spam filters and regular updates Appointment of an internal IT security officer
(ISB) to monitor relevant procedures/processes

Use of virus scanners and regular updates Backup and recovery plan in place

Documented emergency plan in place

Documented and established disaster recovery
management in place
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Privacy-friendly default settings (Art. 25(2) GDPR); privacy by design / privacy by

default

Technical measures

Organizational measures

No more personal data is collected than is
necessary for the respective purpose

Involvement of the DPO, the ISB, and the works
council in the configuration and operation of
new systems

Easy exercise of the data subject's right of
withdrawal

Contract monitoring (outsourcing to third parties)

Measures to ensure that personal data processed on behalf of the client can only be processed in accordance with the client's
instructions. In addition to data processing on behalf of the client, this also includes the performance of maintenance and
system support work, both on site and via remote maintenance. If the contractor uses service providers for the purpose of
order processing, the following points must always be agreed with them.

Technical Measures

Organizational measures

Selection of the contractor based on due
diligence criteria (particularly with regard to
data protection and data security), involving the
DPO and ISB

Prior review of the security measures
implemented by the contractor and their
documentation

Conclusion of the necessary data processing
agreement or EU Standard Contractual Clauses

Regulation on the use of further subcontractors

Ensuring the destruction of data upon
termination of the contract
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Appendix 2: Subcontractors

Address

Services

ENTERPRISE OUTPUT SOLUTIONS

Reason for Data Processing

76135 Karlsruhe

Amazon Web Services Krausenstr. 38 SaaS Access to customer data within the
GmbH (AWS) 10117 Berlin scope of AWS hosting (admin
rights)
Callas GmbH Schonhauser Allee 6-7  PDF/A Support for analyzing customer
. data
10119 Berlin
Contis GmbH Studwestpark 37-41 SAP SAP development and
90449 Nuremberg Administration troubleshooting, customer projects
FXBITS SERVICES SRL Frunzisului 11 Development Development of
400664 Cluj-Napoca configurator/mobile client
Romania (customer
projects/troubleshooting)
Intarsys GmbH Kriegstralle 236 Digital Signatures ~ Customer projects

Alexander GmbH
2 LeightonstralRe
97074 Wiirzburg

Netlogix GmbH & Co. KG netlogix GmbH & Co. Jira Support, IT Services
KG Confluence IT Training
Neuwieder Street 10 Support Web Solutions
90411 Nuremberg Support
Obsidian Black Ltd. 12 Ladysmith Road SAP SAP Development and
EX1 2PU Exeter Troubleshooting, Transport
United Kingdom Manager
SVA GmbH Systemvertrieb Office 365 Providing licenses

- Microsoft Office 365
- Dynamics CRM
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