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1 Introduction 1

1 Introduction

SNC (Secure Network Communications) can be used to protect the communica- purpose
tion via RFC.

Additionally, SSO (single sign-on) can be activated for RFC communication,
which allows logon via certificate instead of password.

These instructions describe how to set up SNC and SSO for RFC components,
such as JRFC Server or JSAPcli, of SEAL Systems.

R Secure
’ N RFC (SNC), - uTTRs [ __/1

|

> HTTPS

The documentation is intended for use by the Technical Project Managers at  target group
SEAL Systems and all administrators who want to get an overview of the
customization required for the RFC communication via SNC.

This chapter deals with the following topics: in this chapter
-> Conventions in this Documentation, Page 2
- Activate the Retrace of your Viewing Path in PDF, Page 3

- Overview of Contents, Page 5
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2 1 Introduction

Conventions in this Documentation

path specifica- The path information given in this documentation is relative to the installation

tion directory of the output system. This is usually the home directory of the plossys
user. The path information is indicated in Windows notation only in most cases.
This corresponds to the Linux directory structures unless noted otherwise.

typography The following table lists the typographical conventions employed in this docu-
mentation.
Typographical Meaning
Convention
Consolas File names, paths, commands, menu items, keywords,

special values, short scripts and examples

Consolas italic Parameters; variables that must be replaced by
current values

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
System description 1.5.2 www.sealsystems.com




1 Introduction 3

Activate the Retrace of your Viewing Path in PDF

Adobe Reader provides buttons to retrace your viewing path of PDF pages that description
you viewed earlier. This makes reading easier and helps to keep the central
theme.

This is how you activate the buttons for retracing your viewing path in the PDF  instructions, as
documentation as of Adobe Acrobat 2024: of Adobe Acro-
bat Pro 2024

Step Action
1 In the lower part of the right side menu, click on the black arrow on
the symbol for the magnification factor .
F
2 Scroll down to the other tools section and activate the two menu
items:
® Previous View
® Next View
%
| Pan & zoom
&
@ Loupe zoom
1
2 First page
218
N Last page
- - ﬂ
& Previous view Il
—> Nextvie i v
v H Show page gutters c
G Automatically scroll Fﬁl .,
[2 Reflow @
Less Q

The icons for jumping to the previous/next view are displayed in the right side  result
menu.

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
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4 1 Introduction

Activate the Retrace of your Viewing Path in PDF,

Continuation

instructions, as This is how you activate the buttons for retracing your viewing path in the PDF
of Adobe Reader  documentation as of Adobe Reader 10:
10

Step Action

1 Activate the following options via the menu:

® View - Show/Hide - Toolbar Items - Page Navigation Show
Tools

e Previous View: Activate
e Next View: Activate

EW 2

== First Page
alay » v 4 Previous Page
Zoom b v Il Next Page

» = Last Page

B v Page Mumber

g "l &) Previous View
lode v @) Next View
= Bar Ctrl+E Show All Page Mavigation Tools
bams =] Beset Page Mavigation Tools
olbars Alt+F3
result Adobe Reader offers the following buttons to allow you jumping forward and

backward in the document while showing pages you viewed in the reverse
order that you viewed them:

e B8 Qo oo

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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1 Introduction 5

Overview of Contents

This documentation has two parts: a description and a reference. The first part  structure
describes the functionality and the installation process using figures, step-by-
step-procedures and explanatory texts. The second part serves as a detailed

reference guide, containing configuration settings, keywords etcetera.

The description deals with the following topics: description
- Requirement, Page 1

This chapter describes the requirements for the protected RFC communication
via SNC.

- SNC Activation and Test, Page 1

This chapter describes how to configure, activate and test a secured RFC
communication via SNC between SEAL server and SAP system.

-> SSO (Single Sign-on) -Activation, Page 1
This chapter covers the necessary configuration to support SSO (single sign-on).
-> Troubleshooting and Background Knowledge, Page 1

This chapter illustrates the most important issues and their solutions. In addi-
tion to that, the chapter provides background knowledge and other useful
information.

- Changes, Page 1 changes

This chapter describes the most important changes for each released module
version.

For an easier overview, a bibliography, terminology list, abbreviation list, and lists
index are included at the end of the documentation.

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
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1 1 Requirement

1 Requirement

introduction This chapter describes the requirements for the protected RFC communication
via SNC.
in this chapter The following requirements have to be fulfilled:

- Module Versions and Libraries, Page 2

-> Profile Parameters for the SAP Cryptographic Library, Page 3

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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1 Requirement 2

1.1 Module Versions and Libraries

The following module versions from SEAL Systems and libraries are required for minimum version
the RFC communication via SNC:

e Module JRFC Server, version 2.0.1.2 or newer
(alternatively RFC Server, version 1.3.3 or newer)

e Module JSAPcli, version 2.0.1.2 or newer
(alternatively SAPcli, version 1.1.8.1 together with patch
20130319_133609 or newer)

e Module RLIST SAP, version 3.8.1 or newer

The SAP Cryptographic Library has to be installed on the OM server and on the  SAP Cryp-
SAP system. tographic Library

Va

Hint -SAP Service Marketplace:

The SAP Cryptographic Library (SAPCRYPTOLIB, for instance CommonCryptoLib 8
or CCL 8 (new variant) or SAPCRYPTOLIB 5.5.5.pl138 (old variant)) are used as
the security product for SNC. The SEAL Systems standard system already
includes the new variant. The old variant has to be downloaded in the SAP
Service Marketplace, see SAP note 397175 and 597059.

The SAP Cryptographic Library supports RSA additionally to DSA, which is also
supported by sapseculib. Most certificates use RSA. Alternatively to the SAP
Cryptographic Library sapseculib can be used.

SAP Cryptographic Library as of version 8.5.48 supports TLS 1.3.

Other authentication services of independent software vendors, for instance
Kerberos, are not supported by SEAL Systems.

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
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Profile Parameters for the SAP Cryptographic Library
1 Requirement

profile parame-
ter

Va
hint - display

Parameter Name
sncfaccept_insecure_cpic
sncfaccept_insecure_gui
sncfaccept_insecure_r3int_rfc
sncfaccept_insecure_rfc
snc/data_protectionmax
snc/data_protection/min
snc/data_protection/use
snc/enable
sncfextid_login_diag
sncfextid_login_rfc
sncfforce_login_screen
snc/assapi_lib
sncfidentity/as
snc/permit_insecure_start
snc/r3int_rfc_gop
sncfr3int_rfc_secure

A
Caution - al-

low insecure RFC
destinations

1.2 Profile Parameters for the SAP Cryptographic
Library

The profile parameters for the SAP Cryptographic Library for the trust manager
and for SNC are to be defined on the SAP system.

Use the rspfpar_snc transaction to display all available SNC profile parameters:

User-Defined Value Comment

1 Accept insecure CPIC-connections to SNC-enabled Server

1 Accept insecure SAPGUI logins to SNC-enabled Server
Accept insecure internal RFCs on SNC-enabled Server

1 Accept insecure RFC-connections to SNC-enabled Server
Limit for data protection of Secure Network Cormm.

1 Min. required data protection for incoming connections
Level of data protection for R/3 initiated connections

1 Enable SNC-Module (Secure Network Communications)

1 Enable login with external identity (DIAG)

Enable login with external identity (RFC)
Display login screen for each SNC-protected login

C:\usr\sap\T6B\SYS\exe\uc\NTAMDE4\sapcrypto.dll  Filename for external G5S-API shared library
p:CN=T6B,0U=SEALSAP,0=5EAL,C=DE MName of application server for external Security Syst.

1

Permit to start insecure programs when SNC is enabled
Quality of protection for internal RFCs with SNC
Use SNC for internal RFC-Communications

Some of the SEAL Systems products, for instance Conversion Server, start
dynamic RFC destinations (sapftp/saphttp/convservsamp). For this reason,
insecure RFC destinations have to be allowed. Ensure that the value of the
following profile parameters is set to 1:
® snc/accept_insecure_r3int_rfc:1

® snc/accept_insecure_rfc:1

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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1 SNC Activation and Test 1

1 SNC Activation and Test

This chapter describes how to configure, activate and test a secured RFC introduction
communication via SNC between SEAL server and SAP system.

This chapter deals with the following topics: in this chapter
-> SNC Activation, Page 2
- SNC-Test, Page 20

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description



SNC Activation
2 1 SNC Activation and Test

1.1 SNC Activation

in this chapter This chapter deals with the following topics:
- SNC/HTTPS Support - Specify Environment Variables, Page 3
-> Create PSE (Personal Security Environment) for SNC and Certificate, Page 4
—-> Determine SNC Name (Distinguished Name) and Worth Knowing, Page 5
- Provide Certificate, Page 7
- Import Certificate, Page 11
—> Create Server Credentials, Page 14
- Establish SNC on the SEAL Server, Page 15
-> Activate SNC on the SAP System, Page 17
- Import certificate into the Java Trust Store on the SEAL Server, Page 19

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
System description 1.5.2 www.sealsystems.com
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1 SNC Activation and Test 3

SNC/HTTPS Support - Specify Environment Vari-
ables

This is how you specify the environment variables required for the HTTPS and  instructions
RFC communication via SNC:

Step Action

1 Set the following environment variables:

e SECUDIR
Directory of the client PSE and the certificates

e SNC_LIB_X64 (for the 64 bit version)
Directory of the SAP Cryptographic Library (64 bit version)

e SNC_LIB (for the 32 bit version)
Directory of the SAP Cryptographic Library (32 bit version)

& Hint - logon script:
If you do not set the environment variables, the logon script sets
the following values as default - using Windows as an example:

® SECUDIR
%SEAL_CUSTOMDIR%\server\sapserv\conf\sec

e SNC_LIB_X64 (for the 64 bit version)
%PLSROOT%\tools\bin_winnt5\x64\sapcrypto.dll

e SNC_LIB (for the 32 bit version)
%PLSROOT%\tools\bin_winnt5\sapcrypto.dll

Requirement: The logon script must be activated.

A
As soon as SNC_LIB_64 is specified, the 64 bit version is used. If the 32 bit version Caution - 32
is to be used, SNC_LIB_s4must not be specified! bit version
The logon script can be found under: background info
e server\login\420.sap-snc.bat (Windows) - logon script
® server/login/420.sap-snc.env (Linux)
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
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1 SNC Activation and Test

instructions

SAP Basis Configuration - SNC/SSO and RFC

System description

Create PSE (Personal Security Environment) for SNC
and Certificate

This is how you create the PSE for SNC on the SEAL server with certificate
request, using Windows as an example:

Step

Action

1

Logon on the SEAL server.

2

Start a SEAL shell and change to the SECUDIR directory.

secu
4 :x Caution - clean up:

Delete all files in the SECUDIR directory, as renamed, old PSE are

also found there, such as 01dSEALRFC.pse, which can lead to unde-
sired effects.

Create the PSE with certificate request

sapgenpse.exe gen_pse -p SEALRFC.pse -x <PIN> -r SEALRFC.csr
"CN=SEALRFC, OU=<Department>, O=<Company> C=DE“ (example)
'f:& Example - SEAL Systems:

sapgenpse.exe gen_pse -p SEALRFC.pse -x <PIN>-r SEALRFC.csr
"CN=SEALRFC, OU=SEALSAP, 0=SEAL, C=DE*

& Hint - CN name:

If a certificate is not yet available, the CN name (Common Name)
for the secured RFC connection must first be clarified. There may

be specifications that the computer name or the system user must
be included in the name.

If there are no specifications, the following recommendation
applies to all SEAL servers:

CN=SEALRFC

& Hint - interesting facts about the SNC name:

- Determine SNC Name (Distinguished Name) and Worth
Knowing, Page 5

& Caution - PIN:

A PIN may be entered for the creation. Remember the PIN for
further configuration.

2026-01-21 SEAL Systems
1.5.2 www.sealsystems.com
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Determine SNC Name (Distinguished Name) and
Worth Knowing

The SNC name of the application server is specified via the following SNC profile
parameter:

p:DistinguishedName

The distinguished name of the SNC name has the following format:

CN=UniqueName, OU=Department, O=Company, C=CountryKey

Examples:

® C(CN=roesap@05.sealsystems.local, OU=SEALSAP, O=SEALSYSTEMS, C=DE
(example of SNC name, SAP system component)

® CN=SEALRFC, OU=SEALSAP, O=SEAL, C=DE
(Example for SNC name, SEAL server component)

The following requirements have to be fulfilled:

e The SNC name is restricted to 80 printable characters, refer to SAP note
184277.

e The order of the CN=..., 0U=..., 0=..., C=... settings must be kept.

e The entire SNC name is compared as a string (rather than the individual
items for CN, ou, etc.), which is why the following must be true:
e The upper/lower cases must match.
e Spaces before, between, and after must match.

This is how you determine the SNC name for SAP component (for client RFC
destinations, TYPE=A):

Step Action

1 On the SAP system, select the menu: System—>Status
SEAL Systems 2026-01-21
www.sealsystems.com 1.5.2

SNC profile pa-
rameter

format

I/"‘\
N example

A
Caution - re-

quirement

instructions - de-
termine SNC
name for SAP
component

SAP Basis Configuration - SNC/SSO and RFC
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6 1 SNC Activation and Test
Determine SNC Name (Distinguished Name) and
Worth Knowing, continuation

Step Action
2 Open the kernel information, where you will find the value as SNC
Name:
W74{1 /800 Systent Status
Usage data
Clhent 200 Previous logon 08.08.2023| 1&:54:50
User FLRING Logon 16:55:00
Kernel Information Database information
oA Kernel release :_IT 53_: DE client b. SQLDBC 7.9.10.00
_F Compilation NI 6.3 9600 x8€ .| DB releases MaxDB 7.%
"] Sup.Pkg bl 500 DESL version 753.02
{ ABAP Load 2326 DBSL Patch Level 500
| CUA load 45
d Mode oDt System information
d Rsyn file IP address 10.100.100.100
SAP versions 740, 750, 751, °
g% Operating Syst Windows NT 6.0
I'-’-r»”xf‘:) perating System ndowa 6.0,
Hi WY _NP releasae 1.0
7; T4 SHC name p:CR=rossap00s.
k
M II
58 '
P
owner SAPWTA \
L1 A
[ avigate | @ |
I.-""“\
™\ result The SNC name for SAP component has the following format:

instructions - de-
termine SNC
name for SEAL
server compo-
nent

I.-'"“\
“ result

SAP Basis Configuration - SNC/SSO and RFC
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CN=roesap005.sealsystems.local,

(example)

OU=SEALSAP, O=SEALSYSTEMS, C=DE

This is how you determine the SNC name for SEAL server component (for server
RFC destinations like JRFC Server, using Windows as an example):

Step Action

1 SNC name for SEAL server component

sapgenpse.exe get_my name -p SEALRFC.pse -n subject

The SNC name for SEAL server component has the following format:

CN=SEALRFC, OU=SEALSAP, O=SEAL, C=DE (example)

2026-01-21
1.5.2

SEAL Systems
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Provide Certificate

You have the following alternatives to provide a certificate:

e Signed certificate of a regular certificate authority
The client's certification authority receives the certificate request from -
Create PSE (Personal Security Environment) for SNC and Certificate, Page 4.
A separate certificate must be provided as a file in X.509-Base64 format for
each member of the certificate chain (CA and SubCAs).
Alternatively, a certificate bundle *.p7b with all certificates of the certifi-
cate chain can be provided.
Start a SEAL shell on the SEAL server and store the certificates in the
customer SECUDIR directory:
customer\server\sapserv\conv\sec

e Self-signed certificate from the SAP system - most common form, not
recommended
The current chapter deals with this type of provision.

The following requirements have to be fulfilled:

e Umlauts or other special characters are not allowed in the file name of the
certificate. The following characters are allowed:
a-zA-Z0-9(),-./:blank

Extend the certificate (SEAL server) before it is expired.. Otherwise, the SEAO
server is not able to communicate with its communication partners via SNC any
longer after the certificate is expired. Within a certificate chain with multiple
certificates (subordinated certificates), all certificate have to be valid.

If you are using a certificate of a regular certificate authority, read up on the
renewal policy of the certificate authority.

If you are using a self-signed certificate, you have to create a new public key
certificate and maintain it in the certification list of the communication partner.

Double-click the certificate in Explorer on Windows also displays the validity
period.

This is how you provide a self-signed certificate from the SAP system:

Step Action

certificate - alter-
natives

A

Caution - re-
quirement - cer-
tificate name

A
Caution - ex-
piry and validity

display

instructions

1 On the SAP system, start the transaction: strust
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description
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SAP Basis Configuration - SNC/SSO and RFC

System description

Provide Certificate, continuation

Step

Action

Export the SNC SAPCryptolib certificate:

e Double-click left the item under SNC SAPCryptolib

e Double-click right on the item under own Certificate
e Click below on Export Certificate

T\ Example:
* [[7 System PSE o SHC SAPCryptolh
¥ Own Certficate
S | (Gt s o
Ch=roesap0035, sealevstems, joca
- [EI ROESAFOOS_W74_02 ”E'j'ft
» [0 851 server Standard e

» 3 5sL System Chant S5L Client
» [0 550 System Cient 5SL Chient | Cartficate List
= ¥ S5L System Clant Financal S

+ 3 S5l System Clent WSSE We Subject
- % WS Security Standard CH=SEALRFC, OU=SEALSAP, O
* ® WS Securty Other System E CN=seglovstems-ca, DC=sealvs

= ¥ WS Security WS Securty Ke'
= ¥ SMIME Standard

- @ Fila =

¥ [ 55F Coleboration Integration ﬂ

* [[3 55F E-Leaming

- M S5F GTS Signature Check ||._|'EI Veri. PSE o, Password
» [ 55F SAML2 Service Provider B
» [T 55F SAML2 Service Providar

Certificate
+ I} 55F Logon Ticket

Subject

Subject (Al.)

Issuer

Seral Humber (Hex.)

Serizl Mumber (Dec.)

Valid From to
Algarthrn Key Le
Check Sum (MD5)

ﬁcksum [SHAL}
|l e 14+ Cart e -
L‘Ei@ (& at & Add to Certfficate List

2026-01-21 SEAL Systems
1.5.2 www.sealsystems.com
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Provide Certificate, Continuation

Step

Action

Save the certificate in the Base64 format.

Lo
o8 Example:

W74(1)/B00 Export Certificate

m Database Addr. Book C

File path T:\ok\SEALRFC_w74.crt

File format

Binary
(=) Basetd

Start a SEAL shell on the SEAL server and store the certificate in the

customer SECUDIR directory:

customer\server\sapserv\conv\sec

SEAL Systems

2026-01-21

www.sealsystems.com 1.5.2
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Provide Certificate, continuation

Step Action

5 Check the certificate by double-clicking the certificate in Explorer:
Certification Path tab:

All certificates in the certificate chain are valid
Fan¥
=Y Example:

n | Certificate >

General Details Certification Path

Certification path

@ sealsystems-ca

----- @ roesap005. sealsystems. local

View Certificate

Certificate status:
[l'l'his certificate is OK. |

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21

SEAL Systems
System description 1.5.2

www.sealsystems.com
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1 SNC Activation and Test 11
Import Certificate
You have created the necessary certificates and provided them in the customer  requirement
SECUDIR-directory:
- Provide Certificate, Page 7
This is how you import the certificates, using Windows as an example: instructions
Step Action
1 Logon on the SEAL server.
2 Start a SEAL shell and change to the SECUDIR directory.
secu
3 alternative - self-signed certificate
Include the SNC SAPCryptolib certificate in the PSE (the certificate
from SAP is trusted):
sapgenpse.exe maintain_pk -p SEALRFC.pse -x <PIN> -a
<Certificate>.crt
'-’f\ Example - SEAL Systems:
sapgenpse.exe maintain_pk -p SEALRFC.pse -x <Code> -a SEAL-
RFC_w74.crt
" Hint - all certificates in the certificate chain
Repeat the call for all certificates in the certificate chain.
& Hint - control
Display the imported certificates for checking with :
sapgenpse.exe maintain_pk -p SEALRFC.pse -x <Code> -1
& Hint - other SAP Systems
If new SAP systems are connected, their SNC SAPCryptolib certifi-
cates must be integrated into the PSE for the RFC programmes.
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
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Import Certificate, continuation

Step

Action

Alternative - signed certificate from a certification authority
Import the response to the certification request with :

sapgenpse.exe -log import_own_crt -p SEALRFC.pse -c <Reques-
tAnswerFile>.crt [-r <CACertificateFile>.crt]

¢ Hint - -r option:

If <RequestResponseFile.crt> does not contain the root certifi-
cate, the root certificate and all certificates of the intermediate
certification authority must be specified individually with the -r
option.

& Hint - certificate bundle:

You import a certificate bundle with :

sapgenpse.exe -log import_own_crt -p SEALRFC.pse -c <Certif-
icatebundlefile.p7b>

Create the certificate for the RFC program
Export the public key for the upload to SAP:

sapgenpse.exe export_own_cert -p SEALRFC.pse -x <Code> -o
sealrfc.crt

& Hint - signed certificate of a regular certificate authority:
If a signed certificate from a regular certification authority is

provided, the certificate for the RFC programs only needs to be
exported if you use the logon via certificate.

SAP Basis Configuration - SNC/SSO and RFC
System description

2026-01-21 SEAL Systems
1.5.2 www.sealsystems.com



SNC Activation
1 SNC Activation and Test 13

Import Certificate, continuation

Step Action

6 Import the public key into SAP:

e On the SAP system, start the transaction: strust

e Double-click left the item under SNC SAPCryptolib
e Click below Import Certificate

e Select certificate from previous step: sealrfc.crt
¢ C(lick below Add to Certificate List

N

o8 Example:
* [[3 System PSE @ SHC SAPCryprolb
¥ g ShC SAPCryptolh / Own Cartficate
i_g ROESAPO05_W74_01 | .
- I ROESAPODS. W74 02 Slfble':t Ch=roesap003,zeakvsiems, 0
» [C3 55L server Standand _E'ﬂ ]

* [[71 551 System Clent S5L Clent
» [0 551 System Clent S5L Cliznt Cartificate List
+ ¥ SSL System Clant Financal 5

« ¥ S50 System Client WSSE We Subject
* ¥ W5 Sequrity Standard CN=SEALREC, OU=SEALSAP, O
+ M WS Security Other System E CH=sepkystems-ca. DC=sealoys

+ M WS Securfty WS Security Ke
+ ¥ SMIME Standard

« 12 Fle

* [[71 55F Coleboration Integration
* [T 55F E-Leaming

« ¥ S5F GTS Signature Check B wverpPsE & Password
» [0 55F SAML2 Service Provider

» 71 55F SAMLZ Service Provider Certificte

+ IT} 55F Logon Ticket

B

Subject

Subject [Al.)

Issuer

Seral Number (Hex.)
Serzl Number (Dec.)

Valid From to
Algornthm key Le
Check Sum (MD5)
Checksum (SHAL)

2 )

BB [@a  |[E add o certicate Lot

A PSE which is created for the RFC programs may be distributed to other SEAL  distribution
Systems servers by copying the following files:

® SEALRFC.pse
e * . crt

e ticket (optionally depending on the version of the SAP Cryptographic
Library)

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description
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Create Server Credentials

description Server credentials must be created for both the system user and the SEALSer-
vice user. The server credentials ensure that the user is authorized to use the
private key (PSE).

instructions This is how you create the server credentials, using Windows as an example:

Step

Action

1

Logon on the SEAL server.

2

Start a SEAL shell and change to the SECUDIR directory.

secu

Create the server credentials for the following users:

* Logged-on Windows user (system user):
sapgenpse.exe seclogin -p SEALRFC.pse -x <Code>

e SEALService user if it is not the same as the system user:
sapgenpse.exe seclogin -p SEALRFC.pse -x <PIN> -0 <SEAL-
ServiceUser>

7 Hint-PIN
Use the PIN that you entered when you created the PSE:

-> Create PSE (Personal Security Environment) for SNC and Certifi-
cate, Page 4

& Hint - SEALService user

The SEALService user can be specified without a domain. The stan-
dard output of the above call shows which domain is automatically
used for the user.

& Hint - control

Display the server credentials for checking with:
sapgenpse.exe seclogin -p SEALRFC.pse -x <PIN> -1
Check the item in the PSE with:

sapgenpse.exe get_my_name -p SEALRFC.pse -x <PIN>

no distribution In contrast to PSE, the cred_v2 file must not be copied and must be created
anew on each server.

SAP Basis Configuration - SNC/SSO and RFC
System description

2026-01-21 SEAL Systems
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Establish SNC on the SEAL Server

This is how you configure SNC on the SEAL server in saprfc.ini:

Step Action
1 Logon on the SEAL server.
2 Edit the following file:
saprfc.ini
I} further information
For detailed information about saprfc.ini refer to [SAP_BASEC-
ONF_SERVER_TEC].
3 For the RFC destinations for which you want to activate SNC, enter

- TYPE=A for client RFC destination such as DMS Rlist/JSAPcli or
TYPE=R for server RFC destination such as JRFC Server:
e SNC_MODE=1
Protects the RFC communication via SNC
® SNC_MYNAME=p:DistinguishedName
SNC name for SEAL server component from - Determine SNC
Name (Distinguished Name) and Worth Knowing, Page 5

e Additional for TYPE=A:
® SNC_PARNTERNAME=p:DistinguishedName
SNC name for SAP system component from = Determine
SNC Name (Distinguished Name) and Worth Knowing,
Page 5
e Only when logging on with user/password instead of SSO:
® SNC_SS0=0
Deactivates SSO (single sign-on) if you use the user/pass-
word logon instead of SSO

& Caution - prefix p:
The SNC names must begin with the prefix p:!
" Hint - quality of protection:

You may use SNC_QOP in order to specify the quality of protection.

L)

o3 Example:

SNC_MODE=1

SNC_MYNAME=p :CN=SEALRFC, OU=SEALSAP, O=SEAL, C=DE
SNC_PARTNERNAME=p :CN=roesap005.sealsystems.local, OU=SEAL-
SAP, O=SEAL, C=DE

SNC_QOP=3

This is how you ensure that the necessary port is open, using Windows as an

example: open port
Step Action
1 Logon on the SEAL server.
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC

www.sealsystems.com 1.5.2
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SAP Basis Configuration - SNC/SSO and RFC

System description

Establish SNC on the SEAL Server, continuation

Step

Action

Check whether port 4800 + <sapgwNo> is open:
e Open a powershell

® test-connection -computername <AsHost> -port 4815

(example for sapgw15)
'fl\ Example - SEAL Systems:
test-connection -computername roesap@@5.sealsystems.local -
port 4801

2026-01-21 SEAL Systems
1.5.2 www.sealsystems.com



SNC Activation
1 SNC Activation and Test 17

Activate SNC on the SAP System

The connection establishment and the communication via SNCisabout5-10% disadvantage
slower than the uncoded variant.

This is how you activate SNC on the SAP system: instructions

Step Action

1 Start the sm59 transaction and select the RFC destination for which
you want to specify SNC.

2 Switch to the Logon & Security tab.

3 In Security Options under Status of Secure Protocol, click

Administration | Technical Settings _Logon & Security | MDMP & Unicode | Special Optia

4 Enter the certification partner under SNC at Partner and save the
settings.
Destination EEAL—CW—SNC E?' SHC Act
QoP g8 Default (profile parameter snc/data_protection/use)
SMC names
Partners p:CHN=5EALRFC, OU=5EALSAP, O=5EAL, C=DE

& Caution - prefix p:
The partner name must begin with the p: prefix!
& Caution - quality of protection:

You may use QoP in order to specify the quality of protection. The
default setting is 3. This value must match the configuration on the
SEAL server:

- Establish SNC on the SEAL Server, Page 15

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description
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System description

Activate SNC on the SAP System, continuation

Step

Action

Activate SNC with the saved settings with:

Active: Activate

yecuricy Options

Status of Secure Protocol

Yuthorization for Destination

Inactive

2026-01-21

1.5.2
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www.sealsystems.com



SNC Activation

1 SNC Activation and Test 19
Import certificate into the Java Trust Store on the
SEAL Server
This is how you import the root certificate into the standard JRE keystore, using instructions
Windows as an example::
Step Action
1 Logon on the SEAL server.
2 Start a SEAL shell as administrator and change to the SECUDIR direc-
tory with
secu
3 Stop the system with:
sysstop -full
4 Ensure that you have change rights for the following file:
%JAVA _HOME%\1lib\security\cacerts
5 Import the root certificate and any certificates in the certificate
chain into the Java Trust Store:
import_cert_jre.pl -crt <certificate>.crt
Alternative - call in an admin shell:
e Java 1l and newer:
keytool -import -noprompt -trustcacerts -file <Certifi-
cate>.crt -cacerts -storepass changeit -alias <any>
e Java8:
keytool -import -noprompt -trustcacerts -alias <any> -
file <Certificate>.crt -keystore <JRE_HOME\lib\secu-
rity\cacerts -storepass changeit
& Hint - control
Display the imported certificates for checking with :
keytool -1list -keystore %JAVA HOME%\lib\security\cacerts -
storepass changeit -alias xxx (example)
6 Start the system with
sysstart -full
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description
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in this chapter

1.2 SNC-Test

This chapter deals with the following topics:

—> Test the RFC Destination on the SAP System, Page 21
-> Start the RFC Destinations on the SEAL Server, Page 23
—> Check-Out DMS Document, Page 24

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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Test the RFC Destination on the SAP System

This is how you test the RFC destination on the SAP system:

Step Action on the SAP sys-
) tem
1 Start the sm59 transaction.
2 Double-click the RFC destination which you want to test in the list
TCP/IP connections.
3 Click connection Test.
RFC Destination SEAL-CONNC-001
| Connection Test; Unicode Test %52
RFC Destination SEAL-CORMC-001
Connection Type T ITCPIP Connection
Description
4 In the case of success, you will get this result:
Connection Test SEAL-CONNC-001
Connection Type TCRIAP Connection
Action Result
Logaon 20 msec
Transfer of 0 KB 11 msec
Transferof 10 KB 12 msec
5 In the case of error, you will get this result:
Connection Test SEAL-CONNC-001
Connection Type TCRIFP Connection
Action Result
Logan Connection Error
Error Details Errorwhen opening an RFC connection
Errar Details ERROR: program SEAL-COMMC-001 ¢
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC

www.sealsystems.com 1.5.2
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Error with SNC,
but okay with-
out SNC

SAP Basis Configuration - SNC/SSO and RFC

System description

Test the RFC Destination on the SAP System, continua-

tion

Step Action

Program ID from sm59.
& Hint - connection data:

Extras—>System Information—>Target System
Target System

6 In the case of error, check if the RFC server on the SEAL server is
actually started and PROGID from rfcserver.cfg matches the

You can check the current system ID of the target system with:

System Mame
Host Mame
Database
Database Host
Database Systemn

ROE-SAP-

0s Win 2019
SAP Host ID

Time Zone (5) 3600

ROE-SAP-PE-003
10.100.100.127

System ID
Metwork Address

SAP Release 753
Protocal Vers. 011
Character Set 410
Integer BIG
Floating Point IEE
Kernel Release 753

Summertime active

If the connection test is okay without SNC but returns an error with SNC, the

port is usually blocked. The error message is:

sapgateway connection failed. Is sapgateway starts? cmRC=17

In this case, check whether the port is open, see = Establish SNC on the SEAL

Server, Page 15

2026-01-21
1.5.2
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Start the RFC Destinations on the SEAL Server

You can start the RFC destinations on the SEAL server as follows:

® plsstart or sysstart PLOSSYS netdome
Starts PLOSSYS netdome and all required RFC destinations

e dvsstart or sysstart SAP
Starts all required RFC destinations

® rfcserverstart, jrfcserverstart, convservstart, convservdpfstart,
filecheckstart, dvsviewserverstart
Starts only the required RFC connections from the corresponding configu-
ration file, for example rfcserver.cfg

You can check the status of the RFC destinations on the SEAL server as follows:

® plsstatus or sysstatus PLOSSYS netdome
Displays the status of PLOSSYS netdome and of all required RFC destina-
tions

e dvsstatus or sysstatus SAP
Displays the status of all required RFC destinations

® rfcserverstatus, jrfcserverstatus, convserverstatus, convservdpf-
status, filecheckstatus, dvsviewserverstatus
Displays the status of the required RFC destinations from the corre-
sponding configuration file, for example rfcserver.cfg, on

Sometimes the RFC server can not be started, if a registration already exists on
the SAP system. Stop the RFC server and test the connection on the SAP system
to delete the registration; after that it should be possible to start the RFC server
on the SEAL server again.

start on the SEAL
server

status check on
the SEAL server

problems at start

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC

www.sealsystems.com 1.5.2
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check-out DMS

Check-Out DMS Document

Output an output job in SAP with a DMS document, for example with DDD, via

document PLOSSYS netdome.
Check whether the DMS document is checked-out and output correctly.
If a missing sheet is created instead, check the cause of the error in
rlistsap.log.

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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1 SSO (Single Sign-on) -Activation

This chapter covers the necessary configuration to support SSO (single sign-on).  introduction

Ensure that SNC is activated on the SAP system: requirement

— Activate SNC on the SAP System, Page 17

This chapter deals with the following topics: in this chapter
—> S50 Support (Single Sign-On) on the SEAL Server, Page 2

— S50 Support - Maintain User on the SAP System, Page 3

- Test SSO, Page 4

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description
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instructions

SAP Basis Configuration - SNC/SSO and RFC

System description

SSO Support (Single Sign-On) on the SEAL Server

To activate SSO support on the SEAL server:

Step Action
1 Log on to the SEAL server.
2 Edit the following file:
cadrfc.ini
&} further information
For detailed information about cadrfc.ini refer to [SAP_BASEC-
ONF_SERVER_TEC].
3 Enter the desired system/client:

e CadRfcUser SEALCPICSNC
(SAP system user who is used for the RFC communication)

® CadRfcPassword CERT
& Hint - CERT:

CERT is required as an identifier so that the password evaluation
recognizes SSO.

2026-01-21 SEAL Systems
1.5.2 www.sealsystems.com
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SSO Support - Maintain User on the SAP System

In order to allow the the system user (SEALCPIC/SEALCPICSNC) accessing the description
SAP system without user name and password, the certificate from SEALRFC.pse
is used.

This is how you specify the required settings: instructions

Step Action

1 Start the transaction: sue1
Use the system user.

See CadRfcUser from cadrfc.ini
‘9. further information

For detailed information about cadrfc.ini refer to [SAP_BASEC-
ONF_SERVER_TEC].

2 Switch to the SNC tab and enter the SNC-Data:

® SNC-Name: p:DistinguishedName, for example:
p:CN=SEALRFC, OU=SEALSAP, O=SEAL, C=DE

® Permit Password Logon for SAP GUI: Deactivate

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description


https://www.sealsystems.de/fileadmin/mediaFiles/OtherFiles/Downloads/Doku/DVS/sapbasis_config_server_tec_en.pdf
https://www.sealsystems.de/fileadmin/mediaFiles/OtherFiles/Downloads/Doku/DVS/sapbasis_config_server_tec_en.pdf

4 1 SSO (Single Sign-on) -Activation

Test SSO

JSAPcli In order to test SSO, execute JSAPcli and perform a connect with the user
prepared for SSO on the desired system and check the log file.

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
System description 1.5.2 www.sealsystems.com



1 Troubleshooting and Background Knowledge 1

1 Troubleshooting and Background Knowledge

This chapter illustrates the most important issues and their solutions. In addi- introduction
tion to that, the chapter provides background knowledge and other useful
information.

This chapter deals with the following topics: in this chapter
-> Troubleshooting, Page 2
- Background Knowledge, Page 4

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description



Troubleshooting
1 Troubleshooting and Background Knowledge

1.1

Troubleshooting

typical problems  The following table illustrates typical problems (P) and their approaches (A):

and their solu-

tions P:

The log file contains a message of the following type:
SAPCrypto PSEDIR directory not found

The RFC program does not find the PSE on the SECUDIR direc-
tory. The certificate information cannot be read. The connec-
tion can not be established.

Check whether the SECUDIR directory is specified correctly and
you have the required privileges for read and write access for
this directory and its contents:

- SNC/HTTPS Support - Specify Environment Variables, Page 3
- Provide Certificate, Page 7

The log file contains a message of the following type:
No credentials were supplied
File is not existingor

No credentials found for this name (not logged on) (USER
name=‘p:CN=SEALRFC, ...°)

The PSE must exist. In addition to that, the access must be
allowed for the user via the seclogin command.

Check whether the user is registered in the PSE, using
Windows as an example:

sapgenpse.exe seclogin -1 -pFileName.pse

Add - if necessary - the required user and ensure that the
system user is not the SEALService user:

-> Create Server Credentials, Page 14

The log file contains a message of the following type:
No credentials were supplied

No credentials found for this name (not logged on) (USER
name=‘p:CN=XXX, ...°)

The items and certificate settings must match.

Check whether the requirements for the file name of the
certificate and the SNC name are fulfilled:

-> Provide Certificate, Page 7

- Determine SNC Name (Distinguished Name) and Worth
Knowing, Page 5

SAP Basis Configuration - SNC/SSO and RFC
System description
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Troubleshooting, continuation

P: The log file contains a message of the following type:
A token had an invalid signature
The name is wrong(target=‘p:CN=XXX, ...°€)

The items and certificate settings must match.

A: Check whether the requirements for the file name of the
certificate and the SNC name are fulfilled:

- Provide Certificate, Page 7

- Determine SNC Name (Distinguished Name) and Worth
Knowing, Page 5

P: The log file contains a message of the following type:

The verification of the serverfs certificate chain
failed

The certificate is expired.

A: Check the validity of the imported certificates of the PSE, using
Windows as an example:

sapgenpse.exe maintain_pk -1 -p SEALRFC.pse

Extend - if necessary - the certificate:

-> Provide Certificate, Page 7

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
www.sealsystems.com 1.5.2 System description
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in this chapter

1.2 Background Knowledge

This chapter deals with the following topics:

- Display the SNC Status of the SAP System, Page 5

- SNC - Useful Transactions, Page 6

- Functions of sapgenpse, Page 7

- Signed Versus Self-Signed Certificate - Overview, Page 9

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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Display the SNC Status of the SAP System

This is how you display the SNC status of the SAP system:

instructions

Step Action

1 Display the system status in SAP GUI via:
System - Status...

2

Click & .
= Example:

| Database data

| T |
Windows NT
| T |
2x BMD&e4d L.

Database 3y3tem

Release
sapt60-2_TEB.. Marne
562 Host

Owner

Result:

If SNC is activated, the SNC name of the system is displayed.

Lo
o8 Example:

| System information

MaxDB
| —— |
7.6.05.010
T&B

IElapt.llilil—z
[ e |
SAPTEB

IP address

l10.49.31.215

SAP versions

700

Operating System

Windows NT 5.0,

OP release

[|
5.2

?i SMC name

p:CN=T&B, OU=SER.|

Alternatively you may start the following transaction:

rssncsrv, refer to - SNC - Useful Transactions, Page 6

SEAL Systems

www.sealsystems.com
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SNC - Useful Transactions

overview The following transaction are useful in the context of SNC:

Transaction

Description

rssncsrv

Displays the SNC status of the application server.

sncl

Sets the SNC name for users.

The SNC name is created for the selected users if it does not
exist. The SNC name consists of the prefix, the user ID and the
suffix.

'-’f\ Example:

Set External Security Name for All Users

=1

L@_I

sers geall to
Iser group fo

| Users without SNC names only

Dravinnie rharartar ctrina nlecarndasrhl=

snc4

Checks and cleans-up SNC names

The following tables can be checked:

e Users (usracl) - multiple items, naming convention
e User Extended (usraclext)

e RFC Destinations (rfcdessecu)

e CPIC Destinations (txcomsecu)

e Systems (sncsysacl)

e Output Devices for SAPLPD (tspeu)

& Hint - only items to be cleaned-up:

By default, it is advisable to activate Display errors onlyto
display only the items which need to be cleaned-up.

SAP Basis Configuration - SNC/SSO and RFC
System description
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Functions of sapgenpse
The sapgenpse.exe (Windows)/sapgenpse (Linux) program provides the overview
following functionality, using Windows as an example:
Option Description
- Checks the correct installation on the OM server.
Execution:
sapgenpse.exe
export_own_cert Exports the own certificate from the PSE.
Execution (example):
sapgenpse.exe export_own_cert -v -p SEAL-RFC.pse
-0 SEALRFC.crt
get_my_name Displays the own certificate from the PSE with the SNC
name as Subject: CN=xxx.
Execution (example):
sapgenpse.exe get_my_name -p SEALRFC.pse
import_own_cert Imports the response of a certificate request from a
certificate authority into the PSE.
Execution (example):
sapgenpse.exe import_own_cert -cRequestResponse-
File-p SEALRFC.pse
maintain_pk -1 Displays the certificates imported in the PSE with
number.
Execution (example):
sapgenpse.exe maintain_pk -1 -p SEALRFC.pse
maintain_pk -d Deletes the imported certificate with the specified
number from the PSE.
Execution (example):
sapgenpse.exe maintain_pk -1 -p SEALRFC.pse(deter-
mine the number)
sapgenpse.exe maintain_pk -d -p
SEALRFC.pse(delete)
seclogin -chpin Changes the PIN of the PSE.
Execution (example):
sapgenpse.exe seclogin -chpin -p SEALRFC.pse
SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC

www.sealsystems.com
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Functions of Sapgenpse, Continuation

Option Description

seclogin -1 Displays all available credentials of the current user.

Execution (example):

sapgenpse.exe seclogin -1 -p SEALRFC.pse

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems

System description 1.5.2 www.sealsystems.com
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Signed Versus Self-Signed Certificate - Overview

The following actions are required for the certificate exchange depending on
whether a signed certificate of a certificate authority or a self-signed certificate
from the SAP system is provided:

Signed certificate of a regular certificate authority
|:.p12|r._1:fx:|

/“\

SAP system oM semver

PsSU PsU

import pla
=seclogin
EJILFCI:_CHI.'I._L'EI:

(only for S50)

Self-signed cerificate from the SAP system

SAP system oM semver

Psu PSU
Export the SNC certificate |

Import the RFC certificate FER_EEE

=eclogin
'.!!‘iFCI:_CHn_L‘EI:
(if certificate authority)

EEDOIT owWn CEIT

maintain_pk

overview

SEAL Systems 2026-01-21 SAP Basis Configuration - SNC/SSO and RFC
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1 Changes

in this chapter This chapter deals with the following topics:
- Changes with Release 1.4.3, Page 2
- Changes with Release 1.3.9, Page 3
- Changes with Release 1.3.8, Page 4
- Changes with Release 1.3.4, Page 5
- Changes with Release 1.3.3, Page 6
- Changes with Release 1.3.1, Page 7
- Changes with Release 1.3.0, Page 8
- Changes with Release 1.2.8, Page 9

SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
System description 1.5.2 www.sealsystems.com



1 Changes 2

Changes with Release 1.4.3

The 420.sap-snc.bat (Windows)/420.sap-snc.env (Linux) logon script only environment
specifies the environment variables required for the HTTPS and RFC communi-  variables
cation via SNC if the environment variables do not yet exist.
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1 Changes

Changes with Release 1.3.9

sysinit The following configurations are facilitated with the help of sysinit:
® 600.sap.025.sapsetsecudir.init:
Creates the SECUDIR directory for the client PSE and certificates if it does
not already exist
® 600.sap.030.sapciphers.init:
Sets the environment variable for saphttp to support TLS 1.2 for Linux
® 600.sap.040.sapsetsnc.init:
Creates a template of the SNC settings in saprfc.ini
SNC/HTTPS SNC/HTTPS are also supported for Linux. This affects the following modules of
SEAL Systems:
e Conversion Server
e JRFC Server
e JSAPcli
e RFCServer
e DMS Rlist
e SAPcli
SAP Basis Configuration - SNC/SSO and RFC 2026-01-21 SEAL Systems
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1 Changes

Changes with Release 1.3.8

Instead of the previously used keystore for HTTPS certificates (seal_trust- HTTPS
ed_keys), the standard JRE keystore is used for HTTPS communication via
saphttp for JRFC Server. Certificates from the previous keystore can be trans-

ferred to the standard JRE keystore with %PLSTOOLS%/import_trust-
store_jre.pl.
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5 1 Changes

Changes with Release 1.3.4

environment The 420.sap-snc.bat (Windows)/420.sap-snc.env (Linux) logon script specifies
variables the environment variables required for the HTTPS and RFC communication via
SNC.
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1 Changes 6

Changes with Release 1.3.3

The SNC_LIB_X64 environment variable is evaluated in addition to SNC_LIB. If SNC
SNC_LIB_Xe4is specified, the 64 bit version of sapcryptolib.dll and
sapgenpse.exe are started, otherwise the 32 bit version. This requires that the

64 bit versions of the files are located in the directory, which is specified as envi-
ronment variable.
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7 1 Changes

Changes with Release 1.3.1

HTTPS A secure HTTPS communication is also supported for JRFC Server (version 2.0.2
or newer).
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1 Changes 8

Changes with Release 1.3.0

A secure HTTPS communication via saphttp is supported. HTTPS
The logon via certificate (SSO, single sign-on) is supported. SSO
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9 1 Changes

Changes with Release 1.2.8

SNC A secure RFC communication via SNC is supported.
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2 Terminology

Terminology

The following section explains the most important terms that are used in this documentation. Terms
identified by = refer to other terms in this section.
Customizing

Configuring the SAP system

cv04, cv04n
—>Transaction to start the search function in SAP DMS

CVLXX>, CV<XX>N
Transaction used for document search and management within the context of document
management in SAP DMS (refer to the SAP online documentation)

Document
—>Document information record

Document management system
In the document management system (short: DMS), the >document information records
and their assigned files are managed.

Document information record
A master record in the ->DMS containing management data for a document and original
files. To each document information record, a identification key is assigned, consisting of
four partial keys: type, number, part and version.

Developer license
Key giving an SAP user development authorizations

Client
A unit within an SAP system that is independent with regard to action, organization, and
data functions. It also has separate master records in a table within the SAP system

Naming convention
Agreement regarding name assignment for development purposes, for example all devel-
opments in a system should be given a prefix of X, Y, or Z as these prefixes have been
reserved for customers by SAP.

Namespace
Protected namespaces can be reserved upon request by SAP. The namespace for SEAL
Systems is /seal/, /sealc/ (for customer development) or /dvsrepro/ (old).

PKCS#12
Personal Information Exchange Syntax Standard that defines a file format which is pass-
word-protected saves the private key together with the associated certificate. The files
are in binary format and use the file extension .p12 or .pfx.

Public key certificate
Digital certificate which verifies the owner of the certificate and other properties of a
public key.

Root certificate
Certificate of a root certificate authority that verifies the subordinated certificates.

Transaction
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Means of executing programs

Transaction code

Identifier naming a ->transaction in the SAP system
Transport

Exporting/importing data between SAP systems
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4 Abbreviations

Abbreviations
ABAP
Advanced Business Application Programming (SAP system programming language)
DPF®
Digital Process Factory® from SEAL Systems
DMS
Document management system
FTP
File Transfer Protocol
(0NN
Online Support Service
PDF
Adobe Portable Document Format
PDF/A
Adobe Portable Document Format (PDF/A norm)
PLM

Product Lifecycle Management

PLOSSYS®
Product family from SEAL Systems

RFC
Remote Function Call
RSA
Rivest, Shamir and Adleman Algorithm
SNC
Secure Network Communications
SSL
Secure Sockets Layer
SSO
Single sign-on
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